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CISS6022 Cyber Security  

UNIT DESCRIPTION 

The digital revolution has created new frontiers of information that penetrate and influence 
countless aspects of modern life. As with any social and technical revolution, such change 
brings with it new opportunities but also new challenges – some of which may threaten 
critical infrastructure that now depends on this increasingly pervasive technology. What are 
the major threats to security in cyberspace? Why are software, hardware, and the networks 
that connect them vulnerable to attack? How do different methods of attack relate to different 
motives for malicious action? What can state and non-state actors do to defend themselves? 
And, given the costs and benefits involved, how should the Internet therefore be governed? 
Drawing on a unique combination of expertise from the Centre for International Security 
Studies and the School of Information Technologies, this interdisciplinary unit introduces 
students to the technical and social scientific concepts that are necessary to answer these 
and other important questions about cyber security. 

 

LEARNING OUTCOMES 

This unit is designed for postgraduate students in political science and/or information 
technology, as well as other students with corresponding interests. It aims to provide an in-
depth introduction to the technical and social problems and solutions involved with 
cybersecurity. Students are expected to integrate the social and technical lessons they learn: 
considering the political implications of technology, for example, alongside the technical 
implications of public policy. In doing so, students are also expected to apply different 
theories and methods to analyse empirical evidence and contemporary debates about the 
interplay between hardware, software, crime, espionage, and war.  
 
In particular, by the end of the semester, students are expected to:  
1. critically analyse important concepts and conceptual challenges regarding cyber security; 
2. demonstrate some familiarity with basic countermeasures to common avenues of attack; 
3. formulate and communicate written and verbal arguments about politics and technology. 

 

LEARNING STRUCTURE 

This unit will consist of 1 x 2 hours/week seminar, which typically alternative between a 
technical and political focus. During these seminars, the instructor and students will discuss 
the arguments, evidence, and implications addressed by that week’s readings. The seminars 
are an opportunity to critically engage the issues at hand through lively discussion and 
debate, so students are expected to complete all of the required reading beforehand.  
 
Constructive, verbal communication will be assessed by participation in seminar 
discussions throughout the term. Students will also participate in a lab exercise, which will 
help build their computer skills. Finally, the written components of their assessment will 
consist of an in-class exam and an analytical essay. 
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UNIT SCHEDULE 

Week Lecture date Seminar 
1 28 July Introduction to cybersecurity (FS) 
2 04 August Computers and controls (JS) 
3 11 August Cyber crime (FS) 
4 18 August Cryptography (JS) 
5 25 August Cyber protest and terrorism (FS) 
6 01 September Programming, malware, and LAB (JS) 
7 08 September GUEST LECTURE 
8 15 September Cyber espionage (FS) 
9 22 September IN CLASS EXAM 
BREAK 26 Sept – 02 Oct SESSION BREAK 
10 06 October* The Internet and network threats (JS) 
11 13 October Cyber warfare (FS) 
12 20 October Defense & countermeasures (JS & FS) 
13 27 October Governance of cyber security (FS) 
STUVAC 31 October STUVAC 
EXAMS 07 November ESSAY DUE 10 November @ 16:00 

 

READING REQUIREMENTS 

The required reading for each week is listed in the attached reading guide. The 
recommended reading is not required but helpful (particularly as additional sources for the 
analytical essay). Other than the textbook, all the required reading will be made available on 
the Blackboard website for this unit. If desired, the recommended reading can be found at 
the University library or elsewhere online. The required textbook is: 
 
Charles P. Pfleeger and Shari L. Pfleeger, Security in Computing, 5th Edition (2015) 
 
In addition, some of the political concepts addressed in this unit may be unfamiliar to 
students with a background in information technology and, likewise, some of the technology 
may be unfamiliar to students from the social sciences. Therefore, though not required, 
helpful background sources include: 
 
Daniel W. Drezner, Theories of International Politics and Zombies (Princeton: Princeton 
University Press, 2011). This is a playful introduction to international relations theories, as 
they might apply to the undead. 
 
Franklin, Curt, and Dave Coustan.  "How Operating Systems Work" 14 August 
2000.  HowStuffWorks.com. http://computer.howstuffworks.com/operating-system.htm.  
 
TVOntario. Bits and Bytes. Program 3: How Programs Work? 1983.  
 
Butler, Warren. How computers work, 3rd Edition. 2006. ISBN: 0733975097 
 
Finally, podcasts of potential interest include: 
The CyberWire (http://www.thecyberwire.com/podcasts/) 
The Cybersecurity Podcast (http://passcode.csmonitor.com/podcast) 
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ONLINE COMPONENTS  

This unit requires regular use of the University’s Learning Management System (LMS), also 
known as Blackboard Learn. You will need reliable access to a computer and the Internet to 
use the LMS.  

The easiest way to access is through MyUni (click on the ‘MyUni’ link on the university home 
page, http://sydney.edu.au or link directly to the service at https://myuni.sydney.edu.au/. 
There is a ‘BlackBoard LMS’ icon in the QuickLaunch window on the left hand side of the 
screen. 

If you have any difficulties logging in or using the system, visit the Student Help area of the 
LMS site, http://sydney.edu.au/elearning/student/help/.  

Mobile Learn 

You can also access your LMS sites via the Sydney Uni App for iPhone and Android. The 
full set of features available on the mobile app for the University LMS can be found in detail 
in this PDF document: Features in the mobile App for the University LMS (PDF) 

To download the University of Sydney mobile app directly to your phone or mobile device 
you need to be able to access the marketplace associated with your device's operating 
system. 

 iTunes store on your iPhone/ iPod touch or iPad 

 Play Store or the Android Marketplace (depending on the phone's OS) 

 BlackBerry App World® on your BlackBerry® smartphone device 

 Palm App Catalog on your HP webOS device 

Once you are at the marketplace or app store: 

1. Search for University of Sydney 

2. Install the app 

3. Open the app and click on the icon 'Bb Learn' to access the LMS 

4. Login to the LMS with your UniKey and password. 

Important: due to the limitations of mobile devices you cannot submit assignments using the 
assignment tool. You should not complete graded tests (quizzes) using your mobile device 
due to the possibility of internet drop out.  

The University’s Privacy Management Plan governs how the University will deal with 
personal information related to the content and use of its web sites. See 
http://sydney.edu.au/privacy.shtml for further details. 
 

 

ASSESSMENT TASKS AND DUE DATES 

Task Length Weight Due Date 

Seminar 
Participation 

2 hours 
per week 

10 % Assessed throughout the term 

Lab Exercise 1 hour 10 % 1 September 
Exam 2 hours 40 % 22 September 

Analytical Essay 
3,000 
words 

40 % 10 November 
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ASSESSMENT CRITERIA 
This unit uses standards referenced assessment for award of assessment marks. Students’ assessment will be evaluated solely on the basis of students’ achievement against criteria and standards 
specified to align with learning outcomes. For reference to criteria and standards, please consult the grade descriptors for FASS/GIR at 
http://sydney.edu.au/arts/government_international_relations/undergraduate/student_information.shtml.  

Seminar Participation (10%) 
Discussions during weekly seminars are a core component of this unit, so students are 
strongly encouraged to actively engage with the reading and related material.  
 Participation will be assessed based on the quality of each student’s overall contribution, 

as well as their attitude and engagement with the material and their peers.   
 
Lab Exercise (10%) 
During class in week 6, students will explore the security vulnerabilities of a fake website. 
They will be asked to identify vulnerabilities and exploit these security holes. Students will 
also be asked about potential countermeasures to their attacks. They will be graded on their 
written answers to these questions and evidence of active engagement during this exercise.  
 
In Class Exam (40%) 
The exam will be closed book and administered in class during week 9. It will consist of short 
answer, definition, and/or multiple choice questions, as well as several long answer or 
essays questions. This test will be based on material from the lectures and required readings 
from Week 1 through Week 8. 
 Completion of this exam is compulsory to pass the unit. 
 
Analytical Essays (40%) 
The final task for this unit is an analytical essay. The essay question(s) and detailed 
instructions will be distributed no later than Week 8. Students are expected to critically 
analyse technical and social scientific concepts and evidence, drawing on required readings 
and other credible sources. They must provide a coherent and well-structured argument. 
 Completion of this exam is compulsory to pass the unit.  
 The essay should be 3,000 words, excluding footnotes and bibliography. Penalties apply 

to essays 10% over or under this word count.  
 Essays should be word-processed, doubled spaced, and use a clearly legible, 12 point 

font with ample margins and Chicago style citations (i.e. in footnotes).  
 The essay must be submitted online via Blackboard > Turnitin 

o Include your ID# in the file name. The first page should also include your name, 
ID#, word count, and the question being answered. Do not submit a hardcopy. 

 Students have plenty of time – more than a month – to complete this assignment. Thus, 
o Late submissions will be penalized at a rate of 2% per day (including weekends); 
o Late submissions will not be accepted more than two weeks after the due date 

(i.e. no later than 24 November); 
o Extensions will not be granted for minor or even moderate problems that may 

arise the week before this essay is due (e.g., you might get sick, so plan ahead). 
o If you get an extension, it is your responsibility to include this email as the 1st 

page of the essay you submit through Turnitin. Otherwise, it may not apply.     
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ASSESSMENT CRITERIA 
This unit uses standards-based assessment for award of assessment marks. Your 
assessments will be evaluated solely on the basis of your individual performance.   

SUBMISSION OF ASSESSMENTS 

Compliance Statements 

All students are required to submit an authorised statement of compliance with all work 
submitted to the University for assessment, presentation or publication. A statement of 
compliance certifies that no part of the work constitutes a breach of the Academic Honesty in 
Coursework Policy 2016.  

The format of the compliance statement will be in the form of: 

a. a University assignment cover sheet; or 
b. a University electronic form. 

Assessment Submission 

Submission of assessment tasks will be required by the due date.  Written assessments 
must be submitted online through the LMS. Other assessments, for example visual or oral 
assessments, must be submitted according to the assessment instructions. 

Work not submitted on or before the due date is subject to a penalty of 2% per day late. 
Refer to http://sydney.edu.au/arts/current_students/late_work.shtml for the Policy on Late 
Work. 

 
ACADEMIC DISHONESTY AND PLAGIARISM 

Academic honesty is a core value of the University, so all students are required to act 
honestly, ethically and with integrity. This means that the University is opposed to and will 
not tolerate academic dishonesty or plagiarism, and will treat all allegations of academic 
dishonesty and plagiarism seriously.  The consequences of engaging in plagiarism and 
academic dishonesty, along with the process by which they are determined and applied, are 
set out in the Academic Honesty in Coursework Policy 2016.  You can find these documents 
University Policy Register at http://sydney.edu.au/policies (enter “Academic Honesty” in the 
search field).   

Definitions 

According to the Policy, plagiarism means representing another person’s work (i.e., ideas, 
findings or words) as one’s own work by presenting, copying or reproducing it without 
appropriate acknowledgement of the source.  Academic dishonesty means seeking to 
obtain or obtaining academic advantage for oneself or others (including in the assessment or 
publication of work) by dishonest or unfair means.  Academic dishonesty includes, but is not 
limited to: 

 Resubmission (or recycling) of work that is the same, or substantially the same as 
work previously submitted for assessment in the same or in a different unit of study. 
Every unit of study expects each student to produce new material based upon 
research conducted in that unit; 

 Dishonest plagiarism; 
 Engaging another person to complete or contribute to an assessment in your place; 

and 
 Various forms of misconduct in examinations (including copying from another student 

and taking prohibited materials into an examination venue). 
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Use of Similarity Detection Software 

Students should be aware that all written assignments submitted in this unit of study will be 
submitted to similarity detecting software known as Turnitin. Turnitin searches for matches 
between text in your written assessment task and text sourced from the Internet, published 
works, and assignments that have previously been submitted to Turnitin for analysis.  

There will always be some degree of text-matching when using Turnitin. Text-matching may 
occur in use of direct quotations, technical terms and phrases, or the listing of bibliographic 
material. This does not mean you will automatically be accused of academic dishonesty or 
plagiarism, although Turnitin reports may be used as evidence in academic dishonesty and 
plagiarism decision-making processes. Further information about Turnitin is available at 
http://sydney.edu.au/arts/current_students/plagiarism_and_turnitin.shtml.  

SPECIAL CONSIDERATION  

Students can apply for Special Consideration for serious illness or misadventure.  An 
application for special consideration does not guarantee the application will be granted. 

Further information on applying for special consideration is available at 
http://sydney.edu.au/current_students/special_consideration/index.shtml.  

OTHER POLICIES AND PROCEDURES RELEVANT TO THIS UNIT OF STUDY 

The Faculty’s Student Administration Manual is available for reference here 
http://sydney.edu.au/arts/current_students/student_admin_manual.shtml. Most day-to-day 
issues you encounter in the course of completing this Unit of Study can be addressed with 
the information provided in the Manual. It contains detailed instructions on processes, links 
to forms and guidance on where to get further assistance. 

YOUR FEEDBACK IS IMPORTANT 
The Unit of Study Survey 
The University conducts an online survey for units of study every semester.  You will be 
notified by email when the survey opens.  You are encouraged to complete the survey to 
provide important feedback on the unit just before the end of semester.  You can complete 
the survey at http://www.itl.usyd.edu.au/surveys/complete  
 
 
STAYING ON TOP OF YOUR STUDY 

For full information visit http://sydney.edu.au/arts/current_students/staying_on_top.shtml  

The Learning Centre offers workshops in Academic Reading and Writing, Oral 
communications Skills, Postgraduate Research Skills, Honours, masters Coursework 
Program, Studying at University, and Workshops for English Language and Learning. 
Further information about The Learning Centre can be found at 
http://sydney.edu.au/stuserv/learning_centre/.  

The Write Site provides online support to help you develop your academic and professional 
writing skills. All University of Sydney staff and students who have a UniKey can access the 
WriteSite at http://writesite.elearn.usyd.edu.au/.  

The FASS Writing Hub has a wide range of programs at both Undergraduate and 
Postgraduate levels that focus on writing across the curriculum.  The FASS Writing Hub 
offers drop-in sessions to assist students with their writing in a one-to-one setting. No 
appointment is necessary, and this service is free of charge to all FASS students and/or all 
students enrolled in WRIT units.  To find out more visit 
http://sydney.edu.au/arts/teaching_learning/writing_hub/index.shtml. 
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Pastoral and academic support for Aboriginal and Torres Strait Islander students is 
provided by the STAR Team in Student Support services, a dedicated team of professional 
Aboriginal people able to respond to the needs of students across disciplines. The STAR 
team can assist with tutorial support, mentoring support, cultural and pastoral care along 
with a range of other services. More information about support for Aboriginal and Torres 
Strait Islander students can be found at 
http://sydney.edu.au/current_students/student_services/indigenous_support.shtml.  

Free online Library tutorials are available at http://sydney.edu.au/library/skills, with one 
designed especially for students studying in the Humanities and Social Sciences at 
http://libguides.library.usyd.edu.au/.  

Mobile Learn is the Sydney Uni App for iPhone and Android. The full set of features 
available on the mobile app for the University LMS can be found in detail in this PDF 
document: Features in the mobile App for the University LMS (PDF). Search for University of 
Sydney on the iTunes store or the Android Marketplace, install the app, and you can access 
the LMS by clicking on the ‘Bb Learn’ icon.  Important: due to the limitations of mobile 
devices you cannot submit assignments using the assignment tool. You should not complete 
graded tests (quizzes) using your mobile device due to the possibility of internet drop out.  

OTHER SUPPORT SERVICES 

Disability Services is located on Level 5, Jane Foss Russell Building G20; contact 8627 
8422 or email disability.services@sydney.edu.au. For further information, visit their website 
at http://sydney.edu.au/stuserv/disability/. 

Counselling and Psychological Services (CAPS) are located on Level 5, Jane Foss 
Russell Building G20; contact 8627 8433 or email caps.admin@sydney.edu.au.  For further 
information, visit their website at http://sydney.edu.au/current_students/counselling/. 
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READING GUIDE 
 
WEEK 1                                                                                                          INTRODUCTION
 
What is cyberspace? For that matter, what is security? In answering these fundamental 
questions, this introductory session addresses some of the core concepts and terminology 
that we will interrogate throughout this unit.  
 
 Lene Hansen and Helen Nissenbaum, “Digital Disaster, Cyber Security, and the 

Copenhagen School,” International Studies Quarterly, Vol. 53 (2009), pp. 1155-1175 

 Charles P. Pfleeger and Shari L. Pfleeger, “Chapter 1: Introduction,” in Security in 
Computing, 5th Edition (2015) 
 
 
 
 
 

WEEK 2                                                                                      COMPUTERS & CONTROLS
 
Computers are now ubiquitous, as is their use for information processing and storage. This 
session will describe the basic structure and function of a computer and what this implies for 
information security. The focus will be on the internal organisation of hardware and software, 
as well as privileges and access control.  
 
 Charles P. Pfleeger and Shari L. Pfleeger, Section 5.1 “Security in Operating Systems,” 

5.2 “Security in the Design of Operating Systems,” and 2.2 “Access Control,” in Security 
in Computing, 5th Edition (2015). 
 
 
 
 
 

 
WEEK 3                                                                                                             CYBERCRIME 
 
How do criminals operate in cyberspace? And how does law enforcement response? This 
lecture will consider theft and other illicit activities. We will also wrestle with several of the 
broader issues – from privacy to jurisdiction – that make combating cybercrime a challenge. 
 
 James Verini, “The Great Cyberheist,” New York Times, 10 November 2010, available at 

http://www.nytimes.com/2010/11/14/magazine/14Hacker-t.html?_r=1& 

 Stephen McCombie et al., “Cybercrime Attribution: An Eastern European Case Study,” 
2009 Australian Digital Forensics Conference, 
http://eprints.qut.edu.au/73391/1/73391.pdf 
 

 Francesco Calderoni, “The European legal framework on cybercrime: striving for an 
effective implementation,” Crime, Law, and Social Change, Vol. 54, No. 5 (2010), pp. 
339-357 

Recommended: 
Verizon, “2016 Data Breach Investigations Report,” pp. 1-21 
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/ 
 



 

 10

WEEK 4                                                                                                       CRYPTOGRAPHY 
  
Cryptography is the art of writing messages to make them secret. Cryptanalysis is the 
science of revealing those secrets. With modern technology being so powerful, how can any 
information communicated over an open channel be secure? And for how long? This session 
will introduce concepts relating to cryptology, the protocols and algorithms that are needed 
for secure communications. A variety of ciphers, encryption algorithms, will be discussed, 
along with public key infrastructure and trust. 
 
 Charles P. Pfleeger and Shari L. Pfleeger, Sections 2.1 “Authentication” and 2.3 

“Cryptography” in Security in Computing, 5th Edition (2015). 
 

Recommended: 
Charles P. Pfleeger and Shari L. Pfleeger, Chapter 12, “Detailed Cryptography,” in Security 
in Computing, 5th Edition (2015). 
 
 
 
 
 
WEEK 5                                                                          CYBER PROTESTS & TERRORISM 
 
In addition to information stolen by criminals, data can also be altered, destroyed, or even 
advertised for a variety of motives by state and non-state actors. This week will focus on 
non-state actors ranging from political activists to terrorist organizations. Are there 
differences between legitimate and illegitimate protests or resistance online? For example, 
should we understand WikiLeaks as activism or espionage? What about Anonymous? And is 
cyber terrorism all hype or the wave of the future? 

 
 Peter W. Singer, “The Cyber Terror Bogeyman,” Armed Forces Journal, November 2012, 

http://www.brookings.edu/research/articles/2012/11/cyber-terror-singer 
 

 Paul Rexton Kan, “Cyberwar in the Underworld: Anonymous versus Los Zetas in 
Mexico,” Yale Journal of International Affairs, 26 February 2013. 
 

 Evgeny Morozov, “The Google Doctrine,” chapter 1 in The Net Delusion: The Dark Side 
of Information Freedom (Pennsylvania: PublicAffairs 2011), pp. 1-32 

 
 Simon Denyer, “Internet activists are finding ways around China’s Great Firewall,” 

Washington Post, 14 June 2016, 
https://www.washingtonpost.com/pb/world/asia_pacific/the-cat-and-mouse-game-
between-chinas-censors-and-internet-activists/2016/06/14/77f2b3a8-1dd9-11e6-b6e0-
c53b7ef63b45_story.html?mc_cid=fae17d31cc&mc_eid=7ba571b3e4 

Recommended: 
Audrey Kurth Cronin, “Cyber-mobilization: The new levee en masse,” Parameters 36, no 2 
(Summer 2006), 77-87. 
Catherine A. Theohary and John Rollins, “Terrorist Use of the Internet: Information 
Operations in Cyberspace,” Congressional Research Service Report, 8 March 2011, 
http://www.fas.org/sgp/crs/terror/R41674.pdf 
Robert Knake, “Cyberterrorism Hype v. Fact,” Council on Foreign Relations, 16 February 
2010, http://www.cfr.org/terrorism-and- technology/cyberterrorism-hype-v-fact/p21434 
Sarah Gordon and Richard Ford, “Cyberterrorism?” 2012, Symantec Security Response 
White Paper, https://www.symantec.com/avcenter/reference/cyberterrorism.pdf 
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WEEK 6                                                                        PROGRAMMING, MALWARE & LAB 
 
How does system security become compromised? This week we examine common 
vulnerabilities (e.g. buffer overflow), as well as malicious software (viruses, worms, etc.). 
Perhaps most important, this session also includes an assessable lab component, during 
which you will try simple attacks on a fake website. No programming skills are required. 
 
 Charles P. Pfleeger and Shari L. Pfleeger, Chapter 3, “Programs and Programming,” and 

4.1 “Browser Attacks,” in Security in Computing, 5th Edition (2015). 
 

 
WEEK 7                                                                                                       GUEST LECTURE 

 
*** active and considerate engagement will count towards participation mark *** 
 

WEEK 8                                                                                                  CYBER ESPIONAGE 
 
Does cyberspace fundamentally change the age-old practice of stealing secret information? 
If so, how? Can distinctions be drawn between industrial espionage and national security? 
We pay special attention to China (often accused of cyber espionage), but also spying by the 
NSA in the United States, in order to better understand global trends in espionage. 
 
 Mandiant, “APT1, Exposing One of China’s Cyber Espionage Units,” 2013, 

http://intelreport.mandiant.com/ 

 Edward Wong, “US Case Offers Glimpse Into China’s Hacker Army,” New York Times, 
22 May 2014, available at http://www.nytimes.com/2014/05/23/world/asia/us-case-offers-
glimpse-into-chinas-hacker-army.html 

 Glenn Greenwald, “Collect It All,” in No Place to Hide: Edward Snowden, the NSA and 
the Surveillance State (Metropolitan Books, 2014), Chapter 3. 

Recommended: 
Debora Halbert, “Intellectual property theft and national security: Agendas and assumptions,” 
The Information Society, 32:4 (2016), 256-268 
Thomas Rid, “Espionage,” chapter 5 in Cyber War Will Not Take Place (Oxford: Oxford 
University Press, 2013) 
Jason Healey, A Fierce Domain: Conflict in Cyberspace, 1986 to 2012 (Washington DC: 
Cyber Conflict Studies Association, 2013) 
Richard Clarke and Robert Knake, “Scope: Espionage or War?” subsection of chapter 7 in 
Cyber War: The Next Threat to National Security and What to Do about It (New York: 
HarperCollins, 2010), pp. 228-237. 
Mark Stokes and L.C. Russell Hsiao, Countering Chinese Cyber Operations: Opportunities 
and Challenges for U.S. Interests, Project 2049 Institute Report, 29 October 2012, 
http://project2049.net/documents/countering_chinese_cyber_operations_stokes_hsiao.pdf 
Information Warfare Monitor 2009, Tracking Ghostnet – Investigating a Cyber Espionage 
Network, 29 March 2009, http://www.f- secure.com/weblog/archives/ghostnet.pdf 
Clifford Stoll, The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage 
(New York: Pocket Books, 1990). 
 
 
WEEK 9                                                                                                                       EXAM 
 
 
 
SCHOOL BREAK – NO CLASS 



 

 12

WEEK 10                                                                THE INTERNET & NETWORK THREATS 
 
Networks are relationships or lines of communication between computer systems. Networks 
can also be used to attack these connected systems. This session will describe the structure 
and process of network communication between computer systems, paying special attention 
to the Internet – one particularly important network. Network threats are also explored.  
 
 Charles P. Pfleeger and Shari L. Pfleeger, Sections 6.1 - 6.5 (i.e. pp. 341-430) in 

Security in Computing, 5th Edition (2015). 
 

Recommended: 
Charles P. Pfleeger and Shari L. Pfleeger, Chapter 8, “Cloud Computing,” and 13.1 “The 
Internet of Things,” in Security in Computing, 5th Edition (2015). 
 
 
 
 
 
WEEK 11                                                                                                   CYBER WARFARE 
 
War between states remains a critical threat to international security, and many states hope 
to use cyber attacks to their advantage in combat. But what is cyber warfare? Where is the 
threshold between an act of war versus hacktivism or espionage online? Is offense easier 
than defense? If so, does conflict in cyberspace increase the likelihood of physical violence?  
 
 Richard Clarke and Robert Knake, “How Offensive?,” chapter 6 in Cyber War: The Next 

Threat to National Security and What to Do about It (New York: HarperCollins, 2010), pp. 
179-218. 

 Thomas Rid, “Cyber War Will Not Take Place,” Journal of Strategic Studies, Vol. 35, No. 
1 (2012), pp. 5-32 

 Keir A. Lieber, “Grasping the Technological Peace: The Offense-Defense Balance and 
International Security,” International Security, Vol. 25, No. 1 (Summer 2000), pp. 71-105. 

 Hugh White, “Arming the country for cyber attack,” National Times, 13 September 2011, 
http://www.theage.com.au/opinion/politics/arming-the-country-for-cyber-attack-
20110912-1k5wi.html 

Recommended: 
Jon R. Lindsay, “Stuxnet and the Limits of Cyber Warfare,” Security Studies, Vol. 22, No. 3 
(2013), pp. 365-404. 
Erik Gartzke, “The Myth of Cyberwar: Bringing War in Cyberspace Back Down to Earth,” 
International Security, Vol. 38, No. 2 (2013), pp. 41-73. 
Martin C. Libicki, "Cyberwar as a Confidence Game." Strategic Studies Quarterly, Vol. 5, No. 
1 (Spring 2011), pp. 132-146. 
Michael Schmitt ed., The Tallinn Manual on the International Law Applicable to Cyber 
Warfare (NATO) (Cambridge: Cambridge University Press, 2013). 
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WEEK 12                                                                    DEFENCE & COUNTERMEASURES 
 
While intrusions and attacks get a lot of attention, cyber defense is at least as important as 
offense. So what does defense involve, particularly for networked systems? How do you 
detect potential threats, let alone remediate damage? Here we consider tools (e.g., antivirus, 
firewalls), best practices (whitelisting, patching, etc.), and operational incident response.  
  
 Charles P. Pfleeger and Shari L. Pfleeger, Sections 6.6 – 6.8 (i.e. pp 432- 488) and 10.3 

“Handling Incidents,” in Security in Computing, 5th Edition (2015). 
 

 Australian Signals Directorate, “Top four mitigation strategies to protect your ICT 
system,” October 2012, 
http://www.asd.gov.au/publications/protect/Top_4_Mitigations.pdf 

 
Recommended: 
Cyber Security Operations Centre, “Strategies to Mitigate Targeted Cyber Intrusions: 
Mitigation Details,” 
http://www.asd.gov.au/publications/Mitigation_Strategies_2014_Details.pdf?&v1 
 
 
 
 
WEEK 13                                                               GOVERNANCE OF CYBER SECURITY 
 
Management of the Internet has important implications for security: past, present, and future. 
Along with these high stakes are considerable trade-offs and challenges to effective 
governance. Can the law really cope with rapidly changing technology that crosses multiple 
jurisdictions? What are the limits and opportunities for international cooperation? How do 
public-private partnerships work, and what do multistakeholder approaches to governance 
really mean? While considering these issues, we will also reflect upon the lessons learned 
throughout this unit. 
 
 Laura DeNardis, “The Internet Governance Oxymoron,” chapter 1 in The Global War for 

Internet Governance (New Haven: Yale University Press, 2014) 
 

 Rex Hughes, “A treaty for cyberspace,” International Affairs, 86, 2 (2010), pp. 523-541 
 

 Frank Smith and Graham Ingram, “Why This Way? Organising Cybersecurity in Australia 
and Beyond,” 2016 (this research paper will be provided in advance on Blackboard) 

 
 
 

ANALYTICAL ESSAY DUE ON THURSDAY, 10 NOVEMBER AT 16:00 
 


